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Introduction 

Technically, VLAN (virtual local area network) is also known as a virtual LAN. This 

technology can logically partition and isolate one or more physical LANs into multiple 

broadcast domains. And each broadcast domain is regarded as one VLAN. Generally, only 

devices under the same VLAN can communicate with each other. Why VLAN is used? Before 

VLAN, there was a single broadcast domain over the specified network, which is called as 

LAN (local area work) [1,2,3].  

Just like the following LAN application topology showed, in order to communicate with host 

B, host A will broadcast its ARP (address resolution protocol) request to all the switches and 

other hosts over the same local area network [4,5]. 

 

 
Figure 1. The general principle scheme of VLAN 

 

However, when the network is bombarded with hosts and switches, it’s likely to lead to 

broadcast storms. Consequently, the hosts’ CPU and the bandwidth of the whole network will 

be greatly consumed. To solve that, VLAN arrives [6,7,8,9]. 

 



Volume 1, Issue 7, October 2023  ISSN(E): 2938-3773 

 

7 | P a g e  

 

The Main Part 

By configuring VLANs, you can divide a network into different broadcast domains. Packets 

sent from workstations on one network segment are transmitted by Bridges or switches that do 

not forward conflicts but broadcast to each network device. This simplifies many of the 

potential complications caused by Lans, including excessive network traffic and conflicts. In 

this way, network resources and bandwidth will be greatly saved, improving network flexibility 

and performance [10-14]. 

 
Figure 2. comparison of traditional ethernet data frame and VLAN data frame. 

 

Typically, there are five basic VLAN types: interface-based VLAN, MAC address-based 

VLAN, IP subnet-based VLAN, protocol-based VLAN, and policy-based VLAN. 

 

Port-based VLAN 

Port-based VLAN, also called interface-based VLAN, is a technology that enables network 

administrators manually assign VLANs for each switch port. It suits for a small-sized network 

without the need to frequently change the network infrastructure. 

 

MAC Address-based VLAN 

MAC address-based VLAN refers to assign VLANs according to the source MAC addresses 

of frames. Applying this technology can greatly improve network security and flexibility. Even 

if the users frequently change their physical locations, the network administrator won’t need to 

reconfigure VLANs. 

 

IP subnet-based VLAN 

IP subnet-based VLAN can assign VLANs according to devices’ IP subnets. It will be an 

effective solution for a public network with a higher demand for mobility and simplified 

management and lower demand for security. With this technology, users can automatically join 

a new VLAN ID after their IP changed. 
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Protocol-based VLAN 

Applied for a network with multiple protocols, protocol-based VLAN can assign VLANs 

according to the protocol types and encapsulation formats of frames. 

 

Policy-based VLAN 

Policy-based VLAN can be described as a combination of the above. It can assign VLANs 

according to the policies like combinations of MAC addresses and IP addresses. By the 

combination of policies to realize inter-VLAN access control, network security and flexibility 

will be greatly enhanced [15,16,17]. 

Intra-VLAN communication refers to the communication of users in the same network segment 

and VLAN. Generally, this type of VLAN is applied into two scenarios: intra-VLAN 

communication through the same device and intra-VLAN communication through multiple 

devices. No matter what type, the whole transmission process mainly goes through the 

following two steps: 

1. The ARP request sent from the source host: Before sending, the source host will compare its 

IP address with the designation’s. If the source host finds that they are in the same network 

segment, it will get destination host’s MAC address and fill the destination field MAC address 

of the frame with the obtained MAC address. On the contrary, the broadcast packet needs to 

be sent to the gateway. The MAC address of gateway will be used by the source host as its 

destination MAC address [18,19]. 

2. Adding and removing VLAN tags during the communication between devices: When frames 

processed in a switch, VLAN tags need to be carried. 

 

Inter-VLAN Communication 

Since broadcast packets are limited in the same VLAN, hosts in different VLANs are unable 

to directly communicate with each other in layer 2. Therefore, inter-VLAN routing that can 

forward network traffic from one VLAN to another is used to solve this problem. There are 

three options available in order to enable routing between different VLANs: 

 

Inter-VLAN Routing with Separate Physical Interfaces 

This inter-VLAN routing way is to connect an additional port from each VLAN with a router. 

Each VLAN needs one physical port on the router, which causes the great cost of routers. 

Therefore, this type of inter-VLAN routing has been rarely used due to its high cost and poor 

scalability. 

 

Router-on-a-Stick Inter-VLAN Routing 

This type of VLAN routing enables one single physical interface to achieve traffic forwarding 

between VLANs. After configuring the connection between the router and the switch as a trunk 

link, the router can receive frames with VLAN tags on the trunk interface from the connected 

switch, and forward the routed packets out to VLAN tagged destinations via the same interface 

[18-20]. 

Inter-VLAN Routing with Layer 3 Switch 
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The last method is to use layer 3 switches with routing function. Users need to create a SVI 

(Switch Virtual Interface) for each VLAN and configure an IP address for it. This IP address 

can be used for computers as their default gateway. In that way, the packets from one VLAN 

will be sent to the SVI to be routed to the other VLANs to realize the inter-VLAN 

communication. 

 

 
Figure 3. Inter-VLAN Routing with Layer 3 Switch. 

 

By confining the broadcast domains, end-stations on a VLAN are prevented from listening to 

or receiving broadcasts not intended for them. Moreover, if a router is not connected between 

the VLANs, the end-stations of a VLAN cannot communicate with the end-stations of the other 

VLANs. Confinement of broadcast domains on a network significantly reduces traffic. 

Virtual boundaries created by a VLAN can only be crossed by routers. Therefore, access to the 

VLAN can be restricted using standard router-based security measures. In addition, VLANS 

can enhance network security through packet filtering. Network administrators control each 

port and any resources they allow to be used, separating groups with sensitive data from the 

rest of the network and reducing the chance of confidential information leaking. 

 

Conclusion 

VLAN makes network management easier because users with similar network requirements 

share the same VLAN. When a new switch is provided, you can quickly add or change network 
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nodes on the web management page of the switch. All policies and procedures configured for 

a specific VLAN are implemented when ports are allocated. IT staff can also easily identify 

the functionality of a VLAN by giving it an appropriate name. 

VLANs simplify project and application management and aggregate users and network devices 

to support business or geographic needs. Having separate capabilities makes it easier to manage 

projects or use dedicated applications, and devices can be logically grouped based on 

functionality rather than location.  

 

References: 

1. Sadikovna, R. O., & Iskandarov, U. U. (2023). Analyses of Base of the Development and 

Organize of the Digital Television Format. Eurasian Journal of Media and 

Communications, 16, 1-5. 

2. Sodiqovna, R. O., & Umarovich, I. U. (2023). Research of a multi-stage receiver of a laser 

microphone. European Journal of Interdisciplinary Research and Development, 14, 240-

244. 

3. Искандаров, У. У., & Жураева, Г. Ф. (2022). Разработка устройства охраны и 

безопасности в импульсном режиме с невидимым лазерным лучом. European Journal 

of Interdisciplinary Research and Development, 10, 252-256. 

4. Хосилов, Д. Д., Мадаминов, М. Р., & Йулдашев, Х. Т. (2021). Исследование вольт–

амперная характеристика в системе полупроводник− газоразрядный 

промежуток. Oriental renaissance: Innovative, educational, natural and social 

sciences, 1(10), 625-634. 

5. Juraeva, G., Ergashev, S., & Sobirova, K. (2022). Optoelectronic converters based on afn 

elements. Oriental Journal of Technology and Engineering, 2(02), 7-13. 

6. Rayimdjanova, O. S., Akbarova, M., & Ibrokhimova, B. (2022). Thermal converter for 

horizontal wind speed and temperature control. Oriental Journal of Technology and 

Engineering, 2(02), 14-20. 

7. Жураева, Г., Эргашев, Ш., & Собирова, К. (2022). Оптоэлектронные преобразователи 

на основе афн–элементов. Новости образования: исследование в XXI веке, 1(5), 246-

250. 

8. Zikirov, M. C., Qosimova, S. F., & Qosimov, L. M. (2021). Direction of modern design 

activities. Asian Journal of Multidimensional Research (AJMR), 10(2), 11-18. 

9. Rayimjonova, O., & Ismoilov, A. (2022). The working principle of optical amplifiers and 

their types. International Journal of Advance Scientific Research, 2(12), 140-144. 

10. Ismailov, M., & Xolmatov, I. (2022). Optimal methods for designing sewer 

networks. Science and Innovation, 1(7), 744-749. 

11. Райимжанова, О. С., Акбарова, М., & Иброхимова, Б. (2022). Тепловой 

преобразователь для контроля скорости и температуры горизонтального 

ветра. Новости образования: исследование в XXI веке, 1(5), 251-256. 

12. Madaminov, M. R., & Yuldashev, X. T. (2022). Inverter modeling in improving the energy 

efficiency of a mobile uninterrupted supply source. International Journal of Advance 

Scientific Research, 2(11), 77-82. 



Volume 1, Issue 7, October 2023  ISSN(E): 2938-3773 

 

11 | P a g e  

 

13. Исмоилов, М. М. (2022). Повышение эффективности систем солнечного 

теплоснабжения с плоскими солнечными коллекторами: основные резервы и 

возможные пути их реализации. Central asian journal of mathematical theory and 

computer sciences, 3(12), 79-84. 

14. Rayimjonova, O. S., Makhmudov, I. A., & Tillaboyev, M. G. (2022). Model and Method 

of Intellectualization of the Processes of Providing Resources and Services of the 

Multiservice Network. Eurasian Research Bulletin, 15, 196-200. 

15. Komilov, D. R., Makhmudov, I. A., & Tillaboyev, M. G. (2023). Use of radio relay devices 

in telecommunication systems. International Journal of Advance Scientific 

Research, 3(04), 72-77. 

16. Рашидов, Ю. К., Исмоилов, М. М., Рашидов, К. Ю., & Файзиев, З. Ф. (2019). 

Повышение равномерности распределения потока жидкости по подъемным трубам 

лучепоглощающей теплообменной панели солнечного водонагревательного 

коллектора листотрубного типа в условиях принудительной циркуляции при 

действии объёмных сил. In Экологическая, промышленная и энергетическая 

безопасность-2019 (pp. 1377-1382). 

17. Исмаилов, М. М. (2022). РАзработка энергоэффективного солнечного 

коллектора. Central asian journal of mathematical theory and computer sciences, 3(12), 

207-210. 

18. Rayimjonova, O. S. (2022). Investigation of cluster-type inhomogeneity in 

semiconductors. American Journal of Applied Science and Technology, 2(06), 94-97. 

19. Rashidov, Y. K., Aytmuratov, B., & Ismailov, M. M. (2022, December). Increasing the 

thermal performance of flat plate solar collectors. In AIP Conference Proceedings (Vol. 

2762, No. 1). AIP Publishing. 

20. Kuldashov, O. H., Dadajonov, T., & Tillaboyev, M. G. (2023). Simulink Model in the 

Matlab System for Determining the Causes of Possible Damages of Cable Lines. Eurasian 

Journal of Engineering and Technology, 14, 92-98. 

 


