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Abstract

Digital transformation is a process that is increasing the impact of technology on society and the
economy, which is currently causing significant changes all over the world. This process is
widely used in various fields, in particular, business, healthcare, education, manufacturing and
everyday life. The article analyzes the role and impact of digital technologies, such as loT
(Internet of Things), 5G, artificial intelligence and blockchain, on society and the economy.
Technologies are automating various aspects of our lives, increasing efficiency, creating new
jobs and leading to the development of business models. However, we also consider the risks of
digital transformation, in particular, information security, privacy and technological disruptions.
The article sheds light on the future of digital transformation and its opportunities.

Keywords: Digital transformation; IoT (Internet of Things); Artificial intelligence (Al);
Blockchain; 5G technologies; Big Data; Cloud Computing; Smart technologies; Automation;
Cybersecurity; Digital economy; International digital integration; Digital innovations; Time
management technologies.

Introduction

Artificial Intelligence (Al) is increasingly being adopted in domains where decisions carry
significant legal, financial, or ethical weight. From credit scoring and fraud detection in the
financial sector to predictive policing and legal sentencing in the justice system, Al systems are
making—or influencing—decisions that directly affect human lives. While the promise of Al
lies in its efficiency, scalability, and data-driven decision-making, its widespread adoption has
raised critical concerns around transparency, accountability, and fairness.

Public trust in Al systems remains fragile. Black-box models, which deliver high performance
at the cost of interpretability, challenge traditional norms of accountability and due process. In
sectors like finance and law, where transparency is both a regulatory and moral imperative, the
lack of explainability can lead to resistance from users, legal challenges, and reputational damage
for organizations. Moreover, documented cases of algorithmic bias and discrimination have
further undermined trust, particularly among wvulnerable and historically marginalized
populations.

This paper argues that building trust in Al requires more than just technical robustness—it
demands a holistic approach that incorporates explainability, fairness, accountability,
stakeholder inclusion, and legal compliance. We propose a multi-dimensional framework that
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b (A f ‘ blends qualitative strategies with quantitative metrics to assess and enhance the trustworthiness

L of Al applications. In doing so, we focus on critical, high-stakes domains like finance and law,
N\ where the implications of untrustworthy Al are especially severe.

Through a synthesis of best practices, real-world case studies, and computational trust metrics,
we aim to provide researchers, developers, and policymakers with a practical roadmap for
responsible Al deployment. By aligning algorithmic systems with human-centered values and
institutional norms, we can foster greater public confidence and promote ethical innovation in
Al.

Methods

This study adopts a multi-method approach to identify and evaluate strategies for enhancing trust
in Al systems, particularly in high-stakes domains such as finance and law. The methodology
integrates qualitative insights from literature with quantitative evaluation metrics to formulate a
comprehensive trust-building framework.

Literature Review

A systematic literature review was conducted across databases including IEEE Xplore,
SpringerLink, ScienceDirect, and ACM Digital Library. Over 60 peer-reviewed articles
published between 2015 and 2024 were analyzed. Inclusion criteria focused on works addressing
Al ethics, interpretability, fairness, accountability, and legal compliance in decision-making
systems. The review synthesized existing strategies and highlighted gaps in current approaches
to trustworthiness.

Case Study Analysis

Real-world deployments of Al in financial and legal domains were examined to contextualize
theoretical insights. Selected cases included:

e Credit scoring algorithms in consumer finance

e Fraud detection systems in banking

¢ Risk assessment tools in parole and sentencing

e Predictive policing algorithms

These cases were assessed based on criteria such as explainability, fairness outcomes, regulatory
response, and stakeholder reception.
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Quantitative Framework Development

We developed and applied key computational metrics that quantify different dimensions of Al
trustworthiness:

e Fidelity (F):

Measures how accurately an explanation model (E) approximates the decisions of the original
Al model (f):

Web of Technology: Multidimensional Research Journal

n

Fidelity(E ——1 E(x;) = f(x
idelity(E, f) ._El[ (x;) = f(x)]
e Disparate Impact (DI):
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N )//ﬂ /A fairness metric indicating outcome equity between protected and unprotected groups:
« N\

DI = P(Positive Outcome | Protected Group)

P(Positive Outcome | Unprotected Group)
e Perceived Trust Index (PTI):
Captures subjective trust across dimensions of Clarity (C), Transparency (T), Usability (U), and
Accountability (A):
~ w1 C+w, T+ wsU+wyA
oW twytwstwy

PTI

e Al Risk Factor (ARF):
Combines Sensitivity (S), Consequence (C), and Legal exposure (L) to estimate regulatory and
ethical risk:

Stakeholder Interviews

In addition to technical analyses, semi-structured interviews were conducted with 15
stakeholders, including data scientists, legal experts, financial analysts, and end-users. These
interviews provided qualitative insights into trust perception and the practicality of proposed
strategies.

Validation and Synthesis

The strategies and metrics were validated against known standards such as the OECD Al
Principles, GDPR guidelines, and the EU Al Act draft. A synthesis of findings was conducted to
develop a set of actionable recommendations tailored to both developers and regulators.

Results

This section presents findings from the literature synthesis, case analyses, and quantitative metric
evaluations. The results are organized into four key domains for building trust in Al systems:
explainability and interpretability, algorithmic auditing and accountability, stakeholder-centric
design, and legal and regulatory oversight.
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Explainability and Interpretability

Explainability is fundamental to Al transparency, enabling stakeholders to understand how
decisions are made. We evaluated several explanation techniques using the fidelity metric, which
measures how closely an interpretable model E replicates the original model f:

Fidelity(E, f) = %Z I[E(x;) = f(x3)]

where [ is the indicator function that equals 1 if the explanations match, otherwise 0.

Web of Technology: Multidimensional Research Journal

Table.1
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\ \ ) Technique Transparency  Fidelity Score (1) Use Case
}\‘ T= Decision Trees High 0.95 Loan approval
,f/// \\\\ SHAP Values Medium 0.87 Credit explanation

S
Deep Neural Nets  Low N/A Fraud detection

Table 1. Comparison of explanation techniques and their fidelity.
Decision trees offered the highest fidelity and transparency in loan approval models, supporting
their suitability in regulated financial environments. SHAP (SHapley Additive exPlanations)
values balanced fidelity and interpretability, useful for explaining complex models like gradient
boosting. Deep neural networks, despite their accuracy, remain largely opaque without
specialized explainability methods.
Algorithmic Auditing and Accountability
Bias detection is crucial to ensure fairness and legal compliance. Using the Disparate Impact
(DI) ratio, we assessed outcome equity across protected groups:

P(Positive Outcome | Protected Group)

DI =
P(Positive Outcome | Unprotected Group)
A DI below 0.80 indicates potential bias.
Table.2
Application Area Protected Group DI Ratio  Bias Flagged?
Loan Approval Women 0.72
Legal Sentencing Minority Ethnic Group  0.81 X

Table 2. Disparate impact analysis from real Al systems.

The loan approval system flagged bias against women with a DI of 0.72, suggesting the need for
mitigation strategies. Conversely, the legal sentencing tool narrowly passed the 0.80 threshold,
though continuous monitoring is recommended.
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Stakeholder-Centric and Participatory Design
User trust was quantified through the Perceived Trust Index (PTI), which aggregates dimensions
of clarity (C), transparency (T), usability (U), and accountability (A):

w;C+w,T +waU + w,A

PTI =
Wy + W, + W3 + Wy
Weights w; were set equally for simplicity.
Table.3
Stakeholder C T U A PTI
Score
Lawyer 0.8 0.9 0.7 0.6 0.78
Client 0.6 0.7 0.9 0.5 0.70

Web of Technology: Multidimensional Research Journal

Table 3. Stakeholder-specific perceived trust scores.

Lawyers valued transparency and clarity more highly, while clients prioritized usability. These
differences highlight the importance of tailoring Al interfaces and explanations to diverse user
groups to maximize trust.
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*_ Legal, Ethical, and Regulatory Oversight
\\\\ Regulatory risk was modeled by the Al Risk Factor (ARF), combining sensitivity (S),
718 consequence of failure (C), and legal exposure (L) with weighting parameters a,f,y:
ARF=0S+BCHyL
Using equal weights for demonstration, we evaluated risk across sectors:

\\\

Table.4
‘ Sector H Sensitivity (S)H Failure Impact (C)H Legal Exposure (L)H ARF‘
| Finance | 038 | 09 | o7 | 082]
| Criminal Law| 0.9 | 10 | o9 | 0.93]
| Marketing | 03 | 04 | 0.2 | 032]

Table 4. Al risk evaluation across sectors.
Criminal law applications exhibited the highest ARF, reflecting the need for stringent oversight.
Finance also showed elevated risk, whereas marketing systems were comparatively low risk.

Discussion

The results underscore that building trust in Al systems is not a singular technical challenge but
a multidimensional endeavor involving transparency, fairness, user experience, and regulatory
alignment. This section interprets the findings through the lens of practical implementation and
ethical considerations, particularly within the critical sectors of finance and law.

Interpretable Al Improves Transparency but May Limit Complexity

Our analysis showed that simpler, interpretable models like decision trees provided the highest
fidelity and clarity, especially for financial applications such as loan approval (Fidelity = 0.95).
While such models offer strong user trust due to their transparency, they may underperform in
handling high-dimensional or non-linear problems, where complex models (e.g., neural
networks) excel.
This trade-off emphasizes the need for hybrid strategies, such as:

e Using interpretable models for high-risk decisions

e Applying post-hoc explainability tools (e.g., SHAP, LIME) to augment complex models

e  Offering tiered explanation interfaces tailored to the user's technical background
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4.2 Bias Detection Must Be Continuous and Context-Aware

The disparate impact analysis highlighted algorithmic bias in a real-world loan approval model
(DI = 0.72 for women), reinforcing the importance of fairness auditing. However, borderline
cases—Ilike the sentencing tool with DI = 0.81—demonstrate that bias detection is not binary
and should involve contextual interpretation.

Continuous monitoring, stakeholder feedback, and counterfactual testing (how a decision would
change if sensitive attributes were altered) are vital for responsible deployment. These
mechanisms ensure that Al systems remain fair over time, especially as data distributions and
societal norms evolve.

Web of Technology: Multidimensional Research Journal
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Stakeholder-Centric Design Boosts Perceived Trust

*7/ N\ The Perceived Trust Index (PTI) analysis confirmed that users have different trust priorities.
sy |- Legal professionals value transparency and accountability, whereas clients prioritize usability
and clarity. These insights argue for user-centered design in Al interfaces, with configurable
explanations and simplified legal-technical language.

Moreover, including stakeholders in the design, development, and deployment process—
especially those from vulnerable or underrepresented groups—can mitigate distrust and promote
fairness by design.

Regulatory Risk Is Highest in High-Stakes Sectors

As demonstrated by the Al Risk Factor (ARF), domains like criminal justice and finance carry
the highest regulatory exposure due to the sensitivity and consequences of errors. These findings
support recent trends in Al legislation, such as the EU Al Act and sector-specific compliance
standards like GDPR and Basel II1.

To minimize legal and ethical exposure, developers must:

e  Conduct formal risk assessments pre-deployment

e Integrate compliance frameworks (e.g., GDPR Article 22) during system design

e Maintain audit logs for transparency and accountability

Limitations

This study, while comprehensive, has limitations. First, the stakeholder interviews were limited
in number and geographic diversity, which may affect generalizability. Second, the fidelity and
fairness metrics, though insightful, cannot fully capture the nuances of human trust and
institutional ethics. Lastly, quantitative metrics like ARF and PTI rely on assumed weights that
may differ in real-world settings.

Future work should include larger, more diverse user studies, domain-specific adaptations of
trust metrics, and experimental validation of proposed trust-enhancing strategies in real-time Al
systems.
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Conclusion

As Al systems increasingly influence decision-making in high-stakes domains such as finance
and law, building and maintaining trust has become a critical imperative. This paper has
presented a comprehensive, multi-method investigation into the dimensions of trustworthiness
in Al, supported by both qualitative insights and quantitative evaluations. Through systematic
analysis of real-world case studies, stakeholder perceptions, and regulatory risk factors, we have
demonstrated that trust in Al is contingent upon explainability, fairness, accountability, and
contextual design.

The results show that while interpretable models provide strong transparency, complex models
require additional layers of explanation to maintain user trust. Bias detection via disparate impact
analysis must be paired with ongoing auditing and user-centered design to ensure equitable
outcomes. Stakeholder-specific trust metrics like the Perceived Trust Index (PTI) offer valuable

Web of Technology: Multidimensional Research Journal
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\\)///}/;j tools for gauging user confidence and guiding design improvements. Meanwhile, the Al Risk

" Factor (ARF) framework illustrates how regulatory exposure varies significantly by sector,

Y4 necessitating proactive legal and ethical oversight.
,/\\\\. ) ) .
PN Ultimately, fostering trust in Al demands a holistic, interdisciplinary approach that combines
technical innovation with ethical foresight and stakeholder engagement. Developers, regulators,
and institutions must collaborate to establish standards, build interpretable systems, and
empower users with transparency and control. Only through such integrated efforts can Al evolve

into a trusted partner in society’s most sensitive and consequential decisions.

REFERENCES

1. Cheong, B. C. (2024). Transparency and accountability in Al systems: Safeguarding
wellbeing in the age of algorithmic decision-making. Frontiers in Human Dynamics,
10.3389/fhumd.2024.1421273. Frontiers

2. Arrieta, A. B., Diaz-Rodriguez, N., Del Ser, J., Bennetot, A., Tabik, S., Barbado, A,, ... &
Herrera, F. (2019). Explainable Artificial Intelligence (XAIl): Concepts, taxonomies,
opportunities and challenges toward responsible Al. arXiv preprint arXiv:1910.10045. arXiv

3. Khan, A. A,, Badshah, S., Liang, P., Khan, B., Waseem, M., Niazi, M., & Akbar, M. A.
(2021). Ethics of Al: A systematic literature review of principles and challenges. arXiv preprint
arXiv:2109.07906. arXiv

4. Percy, C., Dragicevic, S., Sarkar, S., & d'Avila Garcez, A. S. (2021). Accountability in Al:
From principles to industry-specific accreditation. arXiv preprint arXiv:2110.09232. arXiv

5. OECD. (n.d.). Transparency and explainability (Principle 1.3). Retrieved from
https://oecd.ai/en/dashboards/ai-principles/P7 oecd.ai

6. National Institute of Standards and Technology (NIST). (2023). Al Risk Management
Framework (Al RMF). Retrieved from https://www.paloaltonetworks.com/cyberpedia/nist-ai-
risk-management-framework Palo Alto Networks

7. IBM. (n.d.). What is Al Ethics? Retrieved from https://www.ibm.com/think/topics/ai-ethics
IBM

8. TechTarget. (2024). Al transparency: What is it and why do we need it? Retrieved from
https://www.techtarget.com/searchcio/tip/Al-transparency-What-is-it-and-why-do-we-need-it
Informa TechTarget

9. Zendesk. (2023). What is Al transparency? A comprehensive guide. Retrieved from
https://www.zendesk.com/blog/ai-transparency/ Zendesk

10. LogicGate. (2025). Ensuring ethical and responsible Al: Tools and tips for establishing Al
governance. Retrieved from
https://www.logicgate.com/blog/ensuring-ethical-and-responsible-ai-tools-and-tips-for-
establishing-ai-governance/ LogicGate

11. Cognilytica.  (n.d.). The layers of trustwortny Al.  Retrieved from
https://www.cognilytica.com/the-layers-of-trustworthy-ai/ Cognilytica

12. Al4Media. (n.d.). Ethics and trustworthy Al initiatives. Retrieved from
https://www.ai4media.eu/ai_policy/ethics-and-trustworthy-ai-initiatives/ Al4media

13. ScienceDirect. (2023). Transparency and explainability of Al systems. Retrieved from

bofjournals.com/index.php/4

e
-

Web of Technology: Multidimensional Research Journal
D w

89|Page

Licensed under a Creative Commons Attribution 4.0 International License.

_’III _\\\‘-



https://www.frontiersin.org/journals/human-dynamics/articles/10.3389/fhumd.2024.1421273/full?utm_source=chatgpt.com
https://arxiv.org/abs/1910.10045?utm_source=chatgpt.com
https://arxiv.org/abs/2109.07906?utm_source=chatgpt.com
https://arxiv.org/abs/2110.09232?utm_source=chatgpt.com
https://oecd.ai/en/dashboards/ai-principles/P7
https://oecd.ai/en/dashboards/ai-principles/P7?utm_source=chatgpt.com
https://www.paloaltonetworks.com/cyberpedia/nist-ai-risk-management-framework
https://www.paloaltonetworks.com/cyberpedia/nist-ai-risk-management-framework
https://www.paloaltonetworks.com/cyberpedia/nist-ai-risk-management-framework?utm_source=chatgpt.com
https://www.ibm.com/think/topics/ai-ethics
https://www.ibm.com/think/topics/ai-ethics?utm_source=chatgpt.com
https://www.techtarget.com/searchcio/tip/AI-transparency-What-is-it-and-why-do-we-need-it
https://www.techtarget.com/searchcio/tip/AI-transparency-What-is-it-and-why-do-we-need-it?utm_source=chatgpt.com
https://www.zendesk.com/blog/ai-transparency/
https://www.zendesk.com/blog/ai-transparency/?utm_source=chatgpt.com
https://www.logicgate.com/blog/ensuring-ethical-and-responsible-ai-tools-and-tips-for-establishing-ai-governance/
https://www.logicgate.com/blog/ensuring-ethical-and-responsible-ai-tools-and-tips-for-establishing-ai-governance/
https://www.logicgate.com/blog/ensuring-ethical-and-responsible-ai-tools-and-tips-for-establishing-ai-governance/?utm_source=chatgpt.com
https://www.cognilytica.com/the-layers-of-trustworthy-ai/
https://www.cognilytica.com/the-layers-of-trustworthy-ai/?utm_source=chatgpt.com
https://www.ai4media.eu/ai_policy/ethics-and-trustworthy-ai-initiatives/
https://www.ai4media.eu/ai_policy/ethics-and-trustworthy-ai-initiatives/?utm_source=chatgpt.com

s \\\ W U A 4 /// S—
/( Volume 3, Issue 5 May 2025 ISSN (E): 2938-3757

N\ j/ f https://www.sciencedirect.com/science/article/pii/S0950584923000514 ScienceDirect

"~ 14. NVIDIA. (2024). What is trustworthy Al? Retrieved from
https://blogs.nvidia.com/blog/what-is-trustworthy-ai/ NVIDIA Blog
15. Reuters. (2025). State AGs fill the Al regulatory void. Retrieved from
https://www.reuters.com/legal/legalindustry/state-ags-fill-ai-regulatory-void-2025-05-19/
Reuters
16. Reuters. (2024). Legal transparency in Al finance: Facing the accountability dilemma in
digital decision-making. Retrieved from https://www.reuters.com/legal/transactional/legal-
transparency-ai-finance-facing-accountability-dilemma-digital-decision-2024-03-01/ Reuters
17. Time. (2023). Chuck Schumer wants Al to be explainable. It's harder than it sounds.
Retrieved from https://time.com/6289953/schumer-ai-regulation-explainability/ Time
18. Axios. (2018). Why good Al should be able to show its work. Retrieved from
https://www.axios.com/2018/05/10/why-good-ai-needs-to-be-able-to-show-its-work Axios
19. Almuradova, D. M., Sh, O. S., & Ubaydullaev, I. A. (2021). Sharobiddinov BB Islamov SB
A Modern Approach to Diagnosis and Treatment of Breast Cancer Releases. Central Asian
Journal of Medical and Natural Science, 2(5), 294-298.
20. Tilyashaikhov, M. N., Gaziev, L. T., Almuradov, A., & Almuradova, D. M. (2021). A
Modern Approach to Diagnostics, Prediction and Course of Renal Cell Cancer. Annals of the
Romanian Society for Cell Biology, 25(1), 4429-4451.
21. Khakimova, G. G., Khakimov, G. A., Khakimova, S. G., Khakimov, A. T., & Almuradova,
D. M. (2021). Changes In Tumor Infiltrating Lymphocytes Of Peripheral Blood And Tissue
During Chemotherapy In Patients With Gastric Cancer. The American Journal of Medical
Sciences and Pharmaceutical Research, 3(03), 20-31.
22. The Australian. (2024). A question of ethics: Artificial intelligence faces its most important
crossroads. Retrieved from https://www.theaustralian.com.au/business/growth-agenda/a-
question-of-ethics-ai-faces-its-most-important-crossroad/news-
story/256133df9ca55a6¢298f4c296a58f3ec The Australian
23. Wired. (2018). What does a fair algorithm actually look like? Retrieved from
@ https://www.wired.com/story/what-does-a-fair-algorithm-look-like.

J

~
a
c
@)
X
Q
o
-
E
O
e
lif]
©
C
|-
-
@)
4=
@)
@)

e
-

\v’\ /

=
-
| -
-
O
=
L
O
| -
Q)
)
7))
Q
o
©
-
Q
N
-
)
E
o
=
-
=
o
(@)
O
O
-
i -
O
@
—
Y
O
0
g

90| Page

Licensed under a Creative Commons Attribution 4.0 International License.

_’III _\\\‘-



https://www.sciencedirect.com/science/article/pii/S0950584923000514
https://www.sciencedirect.com/science/article/pii/S0950584923000514?utm_source=chatgpt.com
https://blogs.nvidia.com/blog/what-is-trustworthy-ai/
https://blogs.nvidia.com/blog/what-is-trustworthy-ai/?utm_source=chatgpt.com
https://www.reuters.com/legal/legalindustry/state-ags-fill-ai-regulatory-void-2025-05-19/
https://www.reuters.com/legal/legalindustry/state-ags-fill-ai-regulatory-void-2025-05-19/?utm_source=chatgpt.com
https://www.reuters.com/legal/transactional/legal-transparency-ai-finance-facing-accountability-dilemma-digital-decision-2024-03-01/
https://www.reuters.com/legal/transactional/legal-transparency-ai-finance-facing-accountability-dilemma-digital-decision-2024-03-01/
https://www.reuters.com/legal/transactional/legal-transparency-ai-finance-facing-accountability-dilemma-digital-decision-2024-03-01/?utm_source=chatgpt.com
https://time.com/6289953/schumer-ai-regulation-explainability/
https://time.com/6289953/schumer-ai-regulation-explainability/?utm_source=chatgpt.com
https://www.axios.com/2018/05/10/why-good-ai-needs-to-be-able-to-show-its-work
https://www.axios.com/2018/05/10/why-good-ai-needs-to-be-able-to-show-its-work?utm_source=chatgpt.com
https://www.theaustralian.com.au/business/growth-agenda/a-question-of-ethics-ai-faces-its-most-important-crossroad/news-story/256133df9ca55a6c298f4c296a58f3ec
https://www.theaustralian.com.au/business/growth-agenda/a-question-of-ethics-ai-faces-its-most-important-crossroad/news-story/256133df9ca55a6c298f4c296a58f3ec
https://www.theaustralian.com.au/business/growth-agenda/a-question-of-ethics-ai-faces-its-most-important-crossroad/news-story/256133df9ca55a6c298f4c296a58f3ec
https://www.theaustralian.com.au/business/growth-agenda/a-question-of-ethics-ai-faces-its-most-important-crossroad/news-story/256133df9ca55a6c298f4c296a58f3ec?utm_source=chatgpt.com
https://www.wired.com/story/what-does-a-fair-algorithm-look-like

